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Outline 

• Where is PWCS and Who are We? 

• Why the Emphasis on Internal Controls? 

• Global Risk Assessment  

• Defining our Collaborative Approach 

• Applying our Approach to a Real World 

Example 

• Our Top 7 Practical Approaches 
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Where is Prince William County 

Schools? 
• Suburbs of 

Washington D.C. 

• Economy is Driven by 

Federal Government 

Presence 

• Historically Low 

Unemployment Rate 
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Who are We? 
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• Population 400,000 

• Students 81,000 

• Employees 15,000 



Community Focused on 

Families and Children 
• 42% Households (Parents with Children) 

compared to 30% nation-wide 

• 11th Highest Median Household Income in 

U.S. 

• 2010 – 100 Best Communities for Young 

People 
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http://ww2.pwcs.edu/news2/stories/373-100BestCommunities/story.html
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Why the Emphasis on Internal 

Controls 
• Fast Growth 

– 2 to 5 New Schools each Year for Last 10 years 

– Doubled Schools in 15 years (92 Schools)  

– 45 largest School Division in U.S. 

– Slower Growth in Control Positions  

• New SAS Suite 

• High Citizen Expectations 

• Highly Decentralized  

• Recession  

– Potential increase for Fraud 
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Impact of 1,000 Additional 

Students   
• Space 

– One Elementary School - $24 million = 40 trailers 

• Staffing 
– 40 ES teachers or 50 HS teachers 

– School administration – 1 Principal, 1.66 Assistant 
Principal 

– Support staff – custodial, clerical, security 

• Transportation of 700 students 
– 10 buses - $1 million 

– 10 drivers 

– 0.6 mechanics 

– Operating costs (fuel); bus maintenance 

• Central Support (less support) 
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How have we Addressed these 

Challenges? 
• New Office of Internal Audit 2010 

• Collaborative Approach – Internal Audit and 

Finance 

• Team Approach to Enhancing Internal 

Controls 

– Internal Audit Observes (In Schools Daily) 

– Brings back real world (Internal & Audit Finance) 

– Finance develops policies 
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Not a “Gotcha” 

• Initial Audits Focused on Global Areas  

• Why is there Non-compliance  

• Emphasis on: 

– Training 

– Policy changes 

– Developing forms 

– Providing guidance  
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Developing the Audit Universe  

(First Step - Risk Assessment) 
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Risk Assessment Meetings 
With key staff 

• Superintendent 

• Deputy Superintendent 

• Associate Superintendents 

• Focus groups 
– Principals/bookkeepers 

– Food Service managers/cashiers 

– Department Heads 

– Key finance staff 

– External auditor 

– Transportation (Next Year) 
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Focus Group Meetings 

• 8  Principal/Bookkeeper Teams 
– Selected by Level Associate Superintendents  

– Based on Strong Working Relationship with Financial 

Management 

• Food Services – 20 managers, cashiers 

and area managers 
– Observed Processes at (elementary, middle & high) 

prior to meeting 

– Energetic group – overwhelming response   
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Principal/Bookkeeper Focus 

Group Meeting 
1.Overview and Objectives of Meeting 

2. Short Skit - Can you find the Five potential 

problems? 

3. Participation Exercise – Teams - Brainstorming 

4. Current Audit Universe  

5. Group to Prioritize Top 10 List  

6. Suggestions on controls that may be too tight or 

cumbersome 
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Share Outcome of Meeting with 

Principals/Bookkeepers 
• Impressive High Level of Engagement  

• Outstanding Feedback on Current 

Processes  

• Top 11 Riskiest Items for Audit Plan 

• They requested similar forums to get 

together and discuss common concerns 

and unify requests for changes 
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Brainstorming Session: Finance 

Internal 

Audit Other

1 Holding cash in the classrooms X

2 Teachers taking money home X X

3 No receipts X

4 Facebook (employees sharing school information through Facebook) potential risk to School Division X

5 Orders without purchase orders X X

6 Payroll - no approvals over any payment amounts X X

7 Archaic payroll system X X X

8 SWAP and COMP time X X

9 Passing the "hat" to collect for misc items exposes cash to theft X X

10 School picture money X

11 Lack of quality audits on booster clubs X X

12 Ticket accountability - friends allowed in free, reconciliation of tickets to money on hand X X

13 Sports camps - coaches take teams to various locations X X

14 PTA fundraisers X X

15 Timely Deposits X

16 FGM-standardization (forms) X

17 Sponsor Reconciliation X

18 Sup. Pay - $25 per hour, inst $38 per hour when is this allowed and are there any limits on this pay? X X

19 Custodial overtime control over employees working at multiple sites X X

20 Ability to post payroll amounts to other departmental codes X X

21 Segregation of Duties X

22 Running payroll ledger report for principals X

23 Leave reporting and payroll reporting - to inform Principals to what is being input for their departments X X

24 Time and leave input and who follows up after the input X X

25 Cash and bank statements - must be verified X X

26 Driver's education (centralize registration/cash collection) X X

27 Receipt books - 3 year period X

28 Receipts v. lists of names for cash collection X X

29 Stronger central control - differentiation between levels X

30 Clearer guidelines and mandates of policy/procedures X

31 Prior approval of expenditure X

32 Enterprise X X

33 Employee businesses X X X

34 Copyright issues X

35 More flexibility in supp pays X

Red = Higher Risk Items for Audit Plan



Top Issues 
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  A B C 

  Top Eleven 
Vote = Top 

Risk 
Vote = 

Second Risk 

Payroll: 1 10 1 

       Extra pays, SWAP, Comp Time, Overtime and Supplements       

       No online payroll approvals       

       Archaic Software - payroll       

        

Cash accountability (Pictures, Book Fairs, etc.) 2   10 

Refunding of cash 3     

Booster, PTA clubs (use of funds, accountability) 4 4   

Division-wide mandates needed 5   1 

Standard Forms (online) 6   1 

Credit Card use (forms) 7   1 

Financial Guidelines Manual (online) 8     

Collection of driver education (centralization) 9     

Banking  10     

Dual enrollment collection - how do we manage this? 11     
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Shaping Audit Universe 

 Roundtable Exercise 
• 150 Bookkeepers and Finance staff 

• 8 -10 people per table 

• Rating top risks provided additional risks 

• Bookkeepers from initial meeting were 

champions for larger meeting 

• 100% participation  
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Enhancing our Anti-Fraud 

Program 

Focus on Deterring Fraud 
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Establishing Our Anti-Fraud 

Program 
• Association of Certified Fraud Examiners, Inc 

(ACFE) 

– 2010 Report to the Nations on Occupational, 

Fraud and Abuse 

• 1843 Fraud Cases (106 Nations) 

• Survey Results and Recommendations 
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ACFE Survey 

• Government was on the list of most commonly 

victimized 

• Anti-fraud controls appear to help reduce the cost and 

duration of occupational fraud schemes.  

• 85% of fraudsters had never been previously 

charged or convicted for a fraud-related offense. 

• Fraud perpetrators often display warning signs. Most 

common: 

– Living beyond their means (43% of cases)  

– Experiencing financial difficulties (36% of cases). 
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©2010 Association of Certified 

Fraud Examiners, Inc. 



Detection of Fraud Schemes 

Initial Detection of Occupational Frauds 

©2010 Association of Certified 

Fraud Examiners, Inc. 
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Enhancing Our Anti-Fraud Program 

• Creating an Office of Internal Audit 

• Anonymous Fraud Hotline 

• Surprise Audits 

• Learning from Prior Fraud Incidents and 

applying the knowledge to improve processes 

• Educating Employees (identifying red flags, 

importance of controls, tone from the top = zero 

tolerance for fraud) 



Fraud Hotline Available To 

PWCS Employees and Citizens 

 Goal ï persuading individuals not to 

commit fraud because of the likelihood 

of detection & punishment 

 

– Responsible for Achieving this Goal – 

Everyone 

– Most Fraud is Detected from Tips (40%) 
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Fraud Reporting 

• Anonymous Hotline 

• Internal Audit Website – Fraud Forms 

• Emails 

• Office Visits (Secret Meetings) 

• Reports to Finance & Risk Management 
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Our Favorite 

• “The Angry Red Crayon Message” 
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Enhancing our Anti-Fraud 

Program  

 Surprise Audits 

Focus on Deterring Fraud 
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Removing the Mystery out of 

Surprise Audits 
• May visit you anytime during office hours 

• May observe after school activities 

involving cash collections (share with your 

school personnel) 

• Welcome opportunity to meet with your 

school to discuss audits in advance to 

remove mystery 

• Visited several schools back to back 
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Surprise Audits 

• Findings are Shared with Finance 
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Two Types of School Audits 

• Surprise Audits (1/2 day – 1 day) 

– Observations  

– Inquiries 

– Limited Testing 

• Comprehensive Audits (3 days) scheduled 

in advance  

• Formal Testing 

Will vary from school to school and over time 
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Observations 

• Review of Cash on Hand – Timeliness of 

Deposits 

• Observe security of cash 

• Observe process for collecting cash from 

teachers/sponsors throughout the day 

• Generally observe bookkeeper process 

• Observe password protection 

• Observe security over check stock 
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Interview & Discussion 

• Discuss payroll & leave records (unique to 

individual schools) 

• Discuss procedures for deposits 

 

Relax – Great time for you to share your 

thoughts about enhancing processes 
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Review  

• Sponsor Forms & Reports 

• Cooperative Activities Forms & Reports 

• Review payroll & leave records 

• Review procurement card & credit card 

files 

• Review petty cash and change funds 
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Review 

• Review check registers and bank 

reconciliations 

• Review non-expendable property 

inventory forms, reconciliations and verify 

sample of assets on list. 
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41 Allegations and Surprise 

Audits 
• Outlet for Employees to anonymously 

Share Concerns 

• Team Approach to Follow-up 

– Aggressive followed up on reports 

– Outcomes generically shared with employees 

• Policy and Procedure Changes considered 

• Quarterly Meeting (Finance, Internal Audit 

and Risk Management) 
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Surprises for Us 

• Unannounced Audit Program Expanded 

for 2012  

• Real World doesn’t always match best 

practices and policies 

• Tremendous knowledge learned from 

observations – which will shape policy and 

procedure changes 
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Our Most Significant Risks 

• Procurement Cards 

• Property Assets (new easy-to-walk 

technology) 

• Keeping Policies Current – Rapidly 

Changing World 

• Risks Related to Fraud 
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Internal Control Advisory 

Council 
• Championed by 

Senior Staff 

• Steering Committee 

• Many Subcommittee 

• Empowering 

Employees = Fairness 

• Creating Forms, 

Policy Changes 
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Initial Projects 

• 43 - Audit Findings – All communicated 

• 6 - Common Findings (Develop Forms & 

Instructions) 

• 2 - Require Policy Changes as most managers 

can’t be in compliance (Real World) 

– Nightly deposits 

– Booster Club Audits 

Finance Presents to Internal Audit Committee – 

Link showing collaborative approach 
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Mentor Program 

• Example: over 125 

Bookkeepers 

• More Experienced 

Employees are 

Teamed with New 

Employees 
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Business Process Redesign (BPR) 

• ERP Implementation 

• Hired implementation to perform BPR 

– Efficiencies 

– Service improvements 

– Internal control 

• Human Resources and Finance  
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Real World Example  
Small Equipment (Tablet PCs) 

 • Review P-Cards for Sexy Items 

• Property Asset Controls – Audit Reveals 

that Small Electronic Items are at Risk 

 ($10 million is significant) 

• Ensure Policies Match Real World 

• Risk of Theft 
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http://www.theglobeandmail.com/report-on-business/your-business/business-categories/innovation/is-the-ipad-2-right-for-you/article1985736/


What is a COW? 

• First School Inventory had: 

×Cow 1 

×Cow 2 

×Cow 3 

×Cow 4 

×Cow 5  

×Cow 6 
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Is it this? 
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Or This? 
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Real World Example Continued 

• Imagine entering a middle school 

• 1600 students (ages 12-14) 

• All standardized tests are on computers  

• 240 laptops (30 per COW) 

• End of day – computers are stored in 

COWS 

• Shuffled like 8 decks of cards 
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     Real Example Continued 

• Inventory Tags with Line of Sight Readers 

• Difficult to find Non-stationary Assets 

• Old Days Technology was Wired to the 

Wall 

• Frequent Missing Inventory 

• Compounded by Loaning PCs to Sister 

Elementary Schools for Testing 
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Summary – Practical 

Approaches 
1. Create a Fraud Hotline 

2. Surprise Audits 

3. Periodically Report 

Findings and Outcomes 

4. Empower Employee to  

 Find Solutions 

5. Fair Actions – Reduces 

Rationalization 
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Summary – Practical 

Approaches 
6. Create Mentor Program  

7. Focus on the Future 
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Contact Us 

Vivian McGettigan, MBA, CPA, CIA, CPFO 

Chief Internal Auditor 

Prince William County Public Schools 

P.O. Box 389 

Manassas, Va. 20108 

703-791-8991  
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John M. Wallingford, MBA, CPFO 

Director of Financial Services 

Prince William County Public Schools 

P.O. Box 389 

Manassas, Va. 20108 

703-791-8753 


